National Conference for High Court Justices on Cyber Law & Al [P-1436]

08" & 09" February 2025
Programme Schedule

Saturday

08.02.2025 (Day-1)

10:30AM -12:00PM

SESSION 1

Regulating the Cyber Space: National and International Jurisprudence

Proposed Scope of discussion:

v" Evolving jurisprudence including —
o Digital Personal Data Protection Act, 2023
General Data Protection Regulation (GDPR) — EU
Artificial Intelligence Act — EU
Cyber Contract and IT Act 2000
Jurisprudence on State Responsibility for Cyber Attacks: Legal
Implications and Accountability

AN NN

Speakers
Justice Anish Dayal
Dr. Harold D'Costa

12:00PM - 12:30PM

Tea Break

12:30PM - 2:00PM

SESSION 2
Jurisdictional Issues in Adjudication of Cybercrimes

Proposed Scope of discussion:
v' Determination of Parties, Place of Commission & Place of Suing
o Theory of Uploader and Downloader
v’ Tests to determine jurisdiction
v Challenges relating to extraterritorial evidences
o Long Arm Statute & Minimum Contact
o Mutual Legal Assistance Treaties (MLATS): Enhancing
International Cooperation in the Adjudication of Cybercrimes

Speakers
Justice Rajiv Shakdher
Justice Atul Sreedharan

2:00 PM — 3:00 PM

Lunch

3:00PM - 04:30PM

SESSION 3
Safeguarding Judicial Institutions from Cyber-attacks

Proposed Scope of discussion:

v Principles of Cyber Hygiene and Best Practices

v Concept of Secured e-Corridors

v Incident Response Planning for Judicial Institutions: Preparedness and
Mitigation Strategies

v Role of IT Security Measures in Safeguarding Judicial Institutions
from Cyber-attacks

v" Collaboration with Law Enforcement and Intelligence Agencies to
Counter Cyber Threats to Judicial Institutions

Speakers
Justice Atul Sreedharan
Dr. Harold D'Costa

Tea Break
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National Conference for High Court Justices on Cyber Law & Al [P-1436]

08" & 09" February 2025
Programme Schedule

Sunday

09.02.2025 (Day-2)

10:00 AM - 11:30 AM

SESSION 4
Courts in the 21st Century: Powers and Perils of Al Driven Judiciary

v Transparency and Accountability in Al-Driven Judicial Tools
v" Al as an Enabler: Decision making, Logistics, Court Security,
Surveillance & Training

Al-Assisted Sentencing: Balancing Efficiency and Justice
Virtual Courtrooms and Al in Remote Legal Proceedings
Impact of Predictive Analytics

Balancing Human Oversight with Al Automation

ANENENEN

Speaker
Justice Anoop Chitkara

11:30 AM - 12:00 PM

Tea Break

12:00 PM - 01:30 PM

SESSION 5
Challenges & Emerging Issues of Cyber Threats

Proposed Scope of discussion:

v" Block chain Technology and its Impact on Digital Transactions
v' Dealing with new-age technologies — Awareness & Contemporary
knowledge
o Cryptocurrency
o Advanced Persistent Threats (States as actors that infiltrate
computer networks to case harm, as in the notorious cases involving
Maui Ransomware, Wanna Cry, Solar Winds, Pegasus, MOVEit,
and Stuxnet).
o Dark Web (content intentionally hidden that has evolved into a
hotbed of illegal activities),
o Deep fake (altered misrepresented audio visuals)
o Internet of Things (l1oT)

Speakers
Justice Anoop Chitkara
Dr. Ananth Prabhu Gurpur

(Evaluation and Feedback)

01:30 PM

Lunch & Departure

Academic Coordinator: Prasidh Raj Singh (+91 9425601206) prasidh.singh@nja.gov.in Faculty, NJA.

Administrative Assistance
Sr. Name & Designation Phone Email id
No Number
1. Mr. Chetan Nehete (Event manager) 9425601233 | nchetan@nja.gov.in
2. Mr. Salman Khan (Protocol Officer) 9425601212 | liaisonoffice@nja.gov.in
3. Mr. Ranjan Verma (Manager 9425648964 | ranjan.verma@nja.gov.in
(Hospitality))
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